
 

V1.0 (22.09.2026) 

1/8 

Enable user account 

 
 

1. Generate temporary access code ......................................................................................... 1 

2. Multi-factor authentication .................................................................................................. 3 

3. Create Password ................................................................................................................... 7 

 

1. Generate temporary access code 

We recommend doing all steps described below with your smart phone. 
 

 

 

Open onboarding.uni.li, press 
“Sign in with edu-ID” and login 
with your private edu-ID you  
created before. 

 

After successfully logging in, press 
Generate password. 

https://onboarding.uni.li/
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The system will now generate a 
temporary access code. Make a 
screenshot or a photo of the  
displayed information. 
 
Open myaccount.microsoft.com. 

 

Enter the email address are  
shown in the screenshot/photo 
you took and press Next. 
 

 

Enter the code is shown and press 
Sign in. 
 
 
 
 
 
After logging in, the MyAccount 
portal will open. Leave this win-
dow open and continue with the 
steps shown below. 

https://myaccount.microsoft.com/
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2. Multi-factor authentication 

What is Multi-Faktor Authentication (MFA)?  
Multi-factor authentication is a security process for accounts that requires two or more sepa-
rate steps to verify the user’s identity. This step must be completed once and is mandatory for 
logging in to Moodle, Citrix and for resetting your password independently. 
 

 

In My Account, scroll down and 
press Change how to sign in. 

 

Press Add sign-in method. 

 

Press Microsoft Authenticator. 
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Go to the App store or Playstore 
and install the  
Microsoft Authenticator app. 
 
Back in your browser, press Next. 

 

Press Pair your account to the 
app by clicking this link. 

https://apps.apple.com/de/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=de_CH&pli=1
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The Microsoft Authenticator will 
now open automatically, and you 
will see the message Account 
added successfully. 
 
 
If the Authenticator does not 
open automatically, open it  
manually. 

 

Go back to the browser and press 
Next. 
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Enter the number are shown in 
the browser into the Microsoft 
Authenticator and approve with 
Yes. 

 

You have successfully registered 
your smart phone for MFA.  
 
Press Done. 
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3. Create Password 

 

 

Open moodle.uni.li and press 
“Lost password?”.  
 
Enter your email address  
(x.y@uni.li) and press Next. 

 

Select “I forgot my password” 
and press Next. 

 

Select “Approve a notification on 
my authenticator app” and press 
Send Notification. 

https://moodle.uni.li/
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Enter the number shown into 
your Authenicator. 

 

Enter a new password and press 
Finish. 
 
Please note our Password Policy 
below. 
 
The password must be at least 10 characters 
long and must meet at least three of the fol-
lowing four criteria: 

1. Uppercase letters (A–Z) 
2. Lowercase letters (a–z) 
3. Numbers (0–9) 
4. Special characters (e.g., !, $, %, or 

&) 
 
Attention 

• The username may not be included 
in the password. 

• The password is valid for 180 days, 
after which it must be changed. 

• The password can only be changed 
once per day. 

• There is a password history of the 
last 24 passwords — these cannot 
be reused. 

 

 


